
Beacon Analysis



Problem Space

▷ 2017 saw 1,579 public data breaches
○ Identity Theft Resource Center 2017 report

▷ Out of 1,200 orgs surveyed, 71% breached
○ 451 Group 2018 Global Threat Report

▷ On average, 191 days to ID a breach &       
66 days to contain it
○ Ponemon Institute 2017 study

▷ Average cost of recovery is $3.62 million
○ Ponemon Institute 2017 study

https://www.idtheftcenter.org/images/breach/2017Breaches/2017AnnualDataBreachYearEndReview.pdf
https://dtr.thalesesecurity.com/
https://www-01.ibm.com/common/ssi/cgi-bin/ssialias?htmlfid=SEL03130WWEN&
https://www-01.ibm.com/common/ssi/cgi-bin/ssialias?htmlfid=SEL03130WWEN&


What is Threat Hunting?

▷ Search for evidence of compromise
○ Assumes the bad guys are already inside
○ Watch the network for suspect traffic
○ Watch logs for suspect entries
○ Incident response for suspicious systems

▷ Identifies when other layers have failed
▷ Needs to be tightly defined

https://www.activecountermeasures.com/tightly-defining-cyber-threat-hunting/



Why Threat Hunt The Network?

▷ Because reading system logs is hard
○ Full of stuff we don’t care about
○ Log details vary between platforms and apps
○ Can be hard to find a decoder ring

▷ Are you logging everything?
○ Are you sure? All devices and critical apps?
○ What about BYOD? IoT?

▷ Attackers focus on hiding their footprint
▷ The network levels the playing field



Why Beacon Analysis?

▷ Malware has to call home to be useful
○ Channel needed to issue commands
○ Internet link is choke point for these comms
○ If they are using MiFi, you have bigger problems

▷ Communications must be IP complaint
○ You can bend the rules, but not break them
○ Example: Obfuscated data over TCP/443 (HTTPS)

▷ Persistent connections don’t scale
○ 100,000 bots can’t hold open a connection



Beaconing Rules

▷ Must work over the Internet
▷ Must facilitate the attacker’s objective 
▷ Must be a functional backdoor
▷ You can vary timing, but only so much
▷ You can add padding but only so much
▷ Solve problems instead of hating









Finding Beacons in Packet Captures

▷ The more data, the better (24 hours)
▷ Break out traffic into IP pairs
▷ Identify first packet timing for each session
▷ Identify data transfer quantity per session

○ Breaking out send/receive is helpful

▷ Standard deviation analysis
▷ Time bucket analysis (1-2 hours)

https://www.activecountermeasures.com/blog-tshark-examples-for-extracting-ip-fields/



Not a Beacon

Variations in timing

Variations in session size



10 Minute Beacon Timing Analysis

60 Minute Beacon Timing Analysis



Was The Backdoor Activated?

No

Maybe?



RITA

https://github.com/activecm/rita









Wrap Up

▷ Thanks for attending!
▷ What threat hunting training is helpful?

○ More on tools
○ More on techniques
○ Go down the math rabbit hole

▷ Drop a note and let us know
○ chris@activecountermeasures.com
○ @ActiveCmeasures


