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The OODA Loop
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Problems with IDS: What Exactly is Going on Here?

• We fell into a bad habit with IDS
– Standard signature detection
– Worked great for years!
– Now, not so much

• Attackers are using encryption and 
obfuscation

• TLS 1.3 is also not going to help the 
process of inspection

• IDS/IPS still has value, it just does not do 
the level of detection that it once did
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Bad Habit
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Endpoint Protection Review: A Change in the Landscape 

• “Passive” detection is quickly a thing of the 
past

• Let's take the Endpoint
– Signature -> Heuristic
– AI Algorithms 
– Need for a story, not a signature

• In many ways IDS/NDR did not keep up
• This created blind spots
• IDS is rarely (if ever) a concern for more 

advanced attackers
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How to Handle MITRE Command and Control and Exfiltration

• Very few companies have the ability to test 
their ability to detect network level C2

• Heck, very few companies are doing 
adversarial simulation

• Another chat about the need to be testing 
your company's detective capabilities

• MITRE has two columns dedicated to 
network extrusion detection

– Command and Control
– Exfiltration
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MITRE Shield
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MITRE Shield: Behavioral Analytics
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MITRE Shield: PCAP Collection
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A Wider View...
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MITRE Shield: Network Monitoring
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Why is this Necessary?
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Malware PCAP Samples

12



John Strand |  Active Defense, Offensive Countermeasures, and Cyber Deception

Malware PCAP Samples
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Malware PCAP Samples
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Malware PCAP Samples
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Malware PCAP Samples
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MITRE and RITA
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Insert RITA SCREENSHOT HERE
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MITRE and Passer
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Conclusions

• We fell into a rut with IDS
• There is still value for widespread malware

– Less so for targeted attacks
• We need to start practicing
• We need different tools
• Those tools are available (for free!) right now 
• And, they are easy to deploy
• We now have a call to action from MITRE
• Thanks!
• @strandjs
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This is the end….


