
Introduction to Network 
Threat Hunting



Thank you to our sponsors!
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Two options for doing the labs
● Download the class VM

○ Options for VMWare and OVF (VirtualBox)
○ Both are AMD64 (no modern Mac support)

● Build it yourself
○ CentOS, Ubuntu, Rocky supported
○ Docker, so may run on other flavors

● Instructions for each in coming slides
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VMs that can be downloaded
VMWare

https://thunt-level1.s3.amazonaws.com/rita5-thunt-vmware.zip

Size: 3.9GB

SHA1: 4BEB757352149236718F16E50D5D461794028AFE

VirtualBox and generic OVF
https://thunt-level1.s3.amazonaws.com/rita5-thunt-ovf.zip

Size 6.8GB
SHA1: E4D4FABB34A0C975E07B46F5A93C43192AC4ED06
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https://thunt-level1.s3.amazonaws.com/rita5-thunt-vmware.zip
https://thunt-level1.s3.amazonaws.com/rita5-thunt-ovf.zip


Convert OVF to VirtualBox

5

Then follow prompts to 
convert OVF to VirtualBox

To set up networking, follow these steps for SSH:

https://www.activecountermeasures.com/port-forwarding-with-virtualbox/

https://www.activecountermeasures.com/port-forwarding-with-virtualbox/


Build the lab system yourself
Spin up a modern Ubuntu, CentOS or Rocky system.
Login with sudo access and run the following commands:
wget https://thunt-level1.s3.amazonaws.com/thunt5-labs.tar.gz

tar xvzf thunt5-labs.tar.gz

This will create four directories labeled "lab1" through "lab4"
Next, run the following commands:
wget https://github.com/activecm/rita/releases/download/v5.0.8/install-rita-zeek-here.sh

chmod +x install-rita-zeek-here.sh

./install-rita-zeek-here.sh

Follow the prompts during the install. When prompted for the "BECOME" password, this is 
your sudo password. When the install is complete, you do not need to run the "zeek start" 
command.
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Classes I'm teaching
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● Advance Network Threat Hunting
○ WWHF Oct 8th & 9th
○ Virtual tickets still available

● Intro to Docker (new - pay what you can)
● Intro to Packet Decoding (pay what you can)
● Security Compliance & Leadership

https://www.antisyphontraining.com/mission/our-instructors/instruc
tor-profile-chris-brenton/

https://www.antisyphontraining.com/mission/our-instructors/instructor-profile-chris-brenton/
https://www.antisyphontraining.com/mission/our-instructors/instructor-profile-chris-brenton/


Want an AC-Hunter demo?
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Updated version coming soon!

Type "demo" in chat
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Logistics
▷ 10 minute break at top of each hour
▷ 20 minute break at 3 hour point
▷ Use the Discord channel for discussion

○ #acm-webcast-chat channel

▷ The team is monitoring for your questions

11



Help with command line syntax
▷ We'll be working at the command line
▷ Some are nested commands

▷ I'll explain what's going on
▷ Try adding one command at a time to 

observe how it changes the output
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<command> | <command> | <command>

https://www.explainshell.com/

https://www.explainshell.com/


Goals for this class
▷ Define "cyber threat hunting"
▷ Identify how to perform a threat hunt
▷ Define and identify connection persistency
▷ Learn how to investigate endpoints
▷ Hands on lab time running down real C2 

channels used in the wild

13



What is threat hunting?
▷ Actively searching your environment for 

compromised systems
▷ Triggered by time or process, not by alerts
▷ Validate the integrity state of every system

○ Not just desktops and servers
○ Not just systems submitting logs to your SIEM
○ Not just the patterns you can hypothesise 

▷ Output is a compromise assessment
14



But I hunt my SIEM…
▷ You don't see everything
▷ Using data from compromised host
▷ Do you spend your time "hunting" or tuning 

the SIEM?
▷ Most security frameworks require SIEM
▷ And yet we are seeing no improvement
▷ Not the silver bullet we thought it was

15

https://www.activecountermeasures.com/check-the-stats-your-threat-hunting-is-probably-broken/

https://www.activecountermeasures.com/check-the-stats-your-threat-hunting-is-probably-broken/


But AI will fix it, right?
▷ AI is vaporware and just a marketing term
▷ What we really have is machine learning

○ Machines do not always "learn" what we want
○ Unexpect bias in the datasets due to lack of real intelligence
○ Neural network AI is extremely challenging to troubleshoot

▷ Deployment is exceeding our ability to improve
○ Results are not always logical (black and asian nazis) 
○ Sometimes they lie a lot (will make up data and news)
○ Write haiku's flaming their owners (can be lead astray)
○ Run over and drag pedestrians (yes this has happened)
○ Run polls to guess the cause of death (no real intelligence means no empathy)
○ Need to remove features to not be racist (this is just sad)
○ Teach kids how to make their disorder worse 
○ Diagnose tuberculosis based on age of MRI machine

▷ If it fails in security, how long before you can tell? 16

https://tech.co/news/google-race-swap-unacceptable
https://www.reuters.com/legal/transactional/lawyer-who-cited-cases-concocted-by-ai-asks-judge-spare-sanctions-2023-06-08/
https://www.accountingweb.co.uk/tech/tech-pulse/academics-apologise-for-ai-blunder-implicating-big-four
https://cordcuttersnews.com/air-canada-lost-case-involving-hallucinating-chatbot-lying-about-policy/
https://mashable.com/article/elon-musk-x-twitter-ai-chatbot-grok-fake-news-trending-explore
https://www.bbc.com/news/technology-68025677
https://www.reuters.com/business/autos-transportation/gms-cruise-recall-950-driverless-cars-after-accident-involving-pedestrian-2023-11-08/
https://www.theguardian.com/media/2023/oct/31/microsoft-accused-of-damaging-guardians-reputation-with-ai-generated-poll
https://www.businessinsider.com/apparently-ai-generated-obituary-headline-nba-player-brandon-hunter-useless-2023-9
https://www.nytimes.com/2023/05/22/technology/ai-photo-labels-google-apple.html
https://www.psychiatrist.com/news/neda-suspends-ai-chatbot-for-giving-harmful-eating-disorder-advice/
https://healthitanalytics.com/news/ai-may-be-more-prone-to-errors-in-image-based-diagnoses-than-clinicians


The Purpose of Threat Hunting 

Firewalls
Intrusion Detection

VPNs
Proxies

Anti-Virus
2-Factor 

Authentication
Pentesting

Auditing

Threat Hunting should reduce 
the gap between protection 

failure and response as much 
as possible!

Protection

Incident Handling
Log Review

Forensics
Public Relations
Cyber Insurance

Dwell time between 
infiltration and detection

Response
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Start with the network
▷ The network is the great equalizer

○ You see everything, regardless of platform
○ Desktop, servers, IIoT, etc all reviewed the same

▷ You can hide processes but not packets
▷ Malware is usually controlled

○ Which makes targeting C2 extremely effective
○ Identify compromise when C2 "calls home"
○ Must be frequent enough to be useful

▷ Wide view so you can target from there
18



The threat hunting process
▷ Identify connection persistency
▷ Business need for connection?
○ Reputation check of external IP

▷ Abnormal protocol behaviour
▷ Investigation of internal IP
▷ Disposition

○ No threat detected = add to safelist
○ Compromised = Trigger incident handling

19



Start on the network

20

Cobalt Strike



THEN pivot to the system logs
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Don't cross "the passive/active line"
▷ All threat hunting activity should be 

undetectable to an adversary
▷ Passive in nature

○ Review packets
○ Review SIEM logs

▷ If active techniques are required, we should 
trigger incident response first
○ Example: Isolating the suspect host
○ Example: Running commands on suspect host
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Why have a passive/active line?
▷ Run local commands to check system

○ Attacker now knows you are on to them
○ Are you maintaining a proper chain of custody?
○ Are you sure you know what that means?
○ This can impact:

■ Integrity of forensics
■ Law enforcement or legal involvement

▷ Isolate the system
○ Attacker activates secondary channel
○ Can identify you are now on to them 

23



C2 Detection Techniques



Where to Start
▷ Monitor traffic to and from the Internet 

○ Monitor internal interface of firewall

▷ Packet captures or Zeek data
▷ Analyze in large time blocks

○ More data = better fidelity
○ Minimum of 12 hours, 24 is ideal

▷ Analyze communications in pairs
○ Every outbound session passing the firewall
○ Ignore internal to internal (high false positive)
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Typical deployment
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Does targeting C2 have blind spots?
▷ Attackers motivated by gain

○ Information
○ Control of resources

▷ Sometimes "gain" does not require C2
○ Just looking to destroy the target
○ Equivalent to dropping a cyber bomb
○ We are talking nation state at this level

▷ NotPetya
○ Worm with no C2 designed to seek and destroy
○ These are rare as they frequently go sideways
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Start by checking persistency
▷ Focus on persistent connections

○ Internal system in constantly initiating 
connections with an outside "system"

○ Long connections
○ Beacons

▷ Persistent connections should have an 
identifiable business need
○ Checking the time
○ Checking for patches

28



Long connections
▷ You are looking for:
▷ Total time for each connection

○ Which ones have gone on the longest?

▷ Cumulative time for all pair connections
○ Total amount of time the pair has been in contact

▷ Can be useful to ignore ports or protocols
○ C2 can change channels

29



Long connection example
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What is a beacon?
▷ Repetitive connection establishment 

between two IP addresses
○ Easiest to detect

▷ Repetitive connection establishment 
between internal IP and FQDN
○ Target can be spread across multiple IP's

■ Usually a CDN provider

○ Target IPs also destination for legitimate traffic
○ Far more difficult to detect
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Regular C2
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C2 through CDN



Beacon detection based on timing
▷ May follow an exact time interval

○ Technique is less common today
○ Detectable by k-means
○ Potential false positives

▷ May introduce "jitter"
○ Vary connection sleep delta
○ Avoids k-means detection
○ False positives are extremely rare

▷ Short enough delta for terminal activities
34



Connection quantity VS time
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Each bar represents the number of times the source 
connected to the destination during that one hour time block



Connect time deltas with no jitter
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How often a specific time delta was observed



Connection time deltas with jitter
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Cobalt Strike will typically 
produce a bell curve

Pretty well randomized but
still a small dwell time "window"



When you don't have a GUI
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Hour of the day# of connections

Runs slower than 
equivalent scripts for Zeek



Detection based on session size
▷ Focuses on detection of the heartbeat

○ Useful for C2 over social media

▷ Variations from the heartbeat indicate 
activation of C2 channel

▷ Session size can help reveal info regarding 
commands being issued

▷ Possible to randomly pad but this is 
extremely rare
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Session size analysis

40

Heartbeat                                         Activation



Safelisting
▷ Not all persistence is "evil"
▷ Could be part of normal operations

○ Keep computer time in sync
○ Checking for patches
○ Checking on an external service

▷ When business need can be identified, we 
should safelist the connection
○ Keep it out of future hunts
○ Don't make safelists any broader than necessary 

41



Identifying business need
▷ Do you recognize the domain?

○ microsoft.com
○ windows.com
○ ntp.org

▷ Can you relate the services to a specific 
department? 

▷ The purchasing group can be helpful
○ Find the company behind the domain
○ Are we purchasing services from them?

42



Check destination IP address
▷ Start simple

○ Who manages ASN?
○ Geolocation info?
○ IP delegation
○ PTR records

▷ Do you recognize the target organization?
○ Business partner or field office
○ Current vendor (active status)

▷ Other internal IP's connecting?
43



Some helpful links
https://www.abuseipdb.com/check/<IP Address>

https://otx.alienvault.com/indicator/ip/<IP Address>

https://search.censys.io/hosts/<IP Address>

https://dns.google/query?name=<IP Address>

https://www.google.com/search?q=<IP Address>

https://www.onyphe.io/search/?query=<IP Address>

https://securitytrails.com/list/ip/<IP Address>

https://www.shodan.io/host/<IP Address>

https://www.virustotal.com/gui/ip-address/<IP 
Address>/relations

44



C2 Detection Techniques
Part 2



What next?
▷ You've identified connection persistence
▷ You can't identify a business need
▷ Next steps

○ Protocol analysis
○ Reputation check of external target
○ Investigate internal IP address
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Zeek decodes many apps
▷ Detect over 55 applications

○ HTTP, DNS, SIP, MYSQL, RDP, NTLM, etc. etc. 

▷ Fairly easy to add new ones
○ Example: HL7 if you are in healthcare

▷ Checks all analyzers for each port
▷ Does not assume WKP = application

47



Zeek example
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AC-Hunter example
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Unexpected protocol use
▷ Look for unknown protocols on standard 

ports (TCP/80, TCP/443, etc)
▷ Attackers may bend but not break rules
▷ This can result in:

○ Full protocol compliance
○ Abnormal behaviour

▷ Need to understand "normal"
○ For the protocol
○ For your environment

50



C2 over DNS
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Example: Too many FQDNs
▷ How many FQDNs do domains expose?

○ Most is < 10
○ Recognizable Internet based vendors 200 - 600

■ Microsoft
■ Akamai
■ Google
■ Amazon

▷ Greater than 1,000 is suspicious
▷ Could be an indication of C2 traffic
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Detecting C2 over DNS
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Bonus checks on DNS
▷ Check domains with a lot of FQDNs
▷ Get a list of the IPs returned

○ Need DNS answers, not just queries

▷ Compare against traffic patterns
○ Are internal hosts visiting this domain?
○ Is it just your name servers?

▷ Unique trait of C2 over DNS
○ Lots or FQDN queries
○ But no one ever connects to these systems

54



Normal DNS query patten
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Things that make you go "hummm"
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Look for odd HTTP user agents
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10.0.2.15 identifies itself as:

Windows 10 when speaking to 27 different IP's on the Internet
Windows XP when speaking to one specific IP on the Internet



Unique SSL Client Hello: Zeek + JA3
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Internal system
▷ Info available varies greatly between orgs
▷ Inventory management systems
▷ Security tools like Carbon Black
▷ OS projects like BeaKer
▷ Internal security scans
▷ DHCP logs
▷ Login events
▷ Passive fingerprinting

59



Leverage internal host logging
▷ Network shows suspicious traffic patterns
▷ Use this data to pivot to host logs
▷ Filter your logs based on:

○ Suspect internal host
○ Timeframe being analyzed

▷ Anything stand out as unique or odd?
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Sysmon Event ID Type 3's

Map outbound connections to the 
applications that created them. 
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Sysmon Type 3 + BeaKer
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But I have no system logs!
▷ Good time to start collecting them
▷ Full packet captures from system
▷ Apply additional network tools to collect 

more data
▷ Just remember, no detectable actions until 

we trigger incident response mode!
○ Don't cross the active/passive line
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What next?
▷ Disposition session

○ "I think it's safe" = add to safelist
○ "I think we've detected a compromise" = Incident 

response mode

▷ Remember to leave no footprints
○ All actions undetectable to potential adversaries 
○ Passive activities only

▷ Incident response may include active tasks
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Network Threat 
Hunting Tools



tshark
▷ What's it good for?

○ Extracting interesting fields from packet captures
○ Multiple passes to focus on different attributes
○ Combine with text manipulation tools 
○ Can be automated

▷ When to use it
○ Both major and minor attributes

▷ Where to get it 
https://www.wireshark.org/
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Tshark example - DNS queries
$ tshark -r thunt-lab.pcapng -T fields -e dns.qry.name 
udp.port==53 | head -10

6dde0175375169c68f.dnsc.r-1x.com
6dde0175375169c68f.dnsc.r-1x.com
0b320175375169c68f.dnsc.r-1x.com
0b320175375169c68f.dnsc.r-1x.com
344b0175375169c68f.dnsc.r-1x.com
344b0175375169c68f.dnsc.r-1x.com
0f370175375169c68f.dnsc.r-1x.com
0f370175375169c68f.dnsc.r-1x.com
251e0175375169c68f.dnsc.r-1x.com
251e0175375169c68f.dnsc.r-1x.com
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Tshark example - user agents

$ tshark -r sample.pcap -T fields -e http.user_agent tcp.
dstport==80 | sort | uniq -c | sort -n | head -10
      2 Microsoft Office/16.0
      2 Valve/Steam HTTP Client 1.0 (client;windows;10;1551832902)
      3 Valve/Steam HTTP Client 1.0
     11 Microsoft BITS/7.5
     11 Windows-Update-Agent
     12 Microsoft-CryptoAPI/6.1
    104 PCU
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Finding display filters

69

tshark -G | grep '\shttp\.' | less -S -x30

There are just under 185K different display filters!



Wireshark
▷ What's it good for?

○ Packet analysis with guardrails
○ Stream level summaries

▷ When to use it
○ As part of a manual analysis
○ When steps cannot be automated

▷ Where to get it

https://www.wireshark.org/
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Useful when I have a target
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Zeek
▷ Network recorder
▷ What's it good for?

○ Near real time analysis (1+ hour latency)
○ More storage friendly than pcaps

▷ When to use it
○ When you need to scale
○ When you know what attributes to review

▷ Docker version included with RITA install
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Zeek example - cert check

$ cat ssl* | zeek-cut id.orig_h id.resp_h id.resp_p 
validation_status | grep 'self signed' | sort | uniq
122.228.10.51   192.168.88.2    9943    self signed certificate in 
certificate chain
24.111.1.134    192.168.88.2    9943    self signed certificate in 
certificate chain
71.6.167.142    192.168.88.2    9943    self signed certificate in 
certificate chain
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-d for human readable times
▷ Zeek-cut prints epoch time by default
▷ "-d" converts to human readable
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zcutter.py
▷ zeek-cut limited to CSV format
▷ What if you use JSON?
▷ zcutter.py to the rescue!
▷ Like zeek-cut, but supports CSV & JSON
▷ Will processed compressed files

75

https://raw.githubusercontent.com/activecm/zcutter/main/zcutter.py



Internal info collection
▷ Internal IP can be ambiguous
▷ Generating better intel

○ Host logging
○ Passer - General info collected from the wire
○ Smudge - Passive fingerprinting
○ Internal zone transfers
○ EDR like Carbon Black
○ ADR like wazah
○ Forensics tools like Velociraptor
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Datamash
▷ What's it good for?

○ Similar to the R-base tools, but more extensive
○ Performing simple calculation on data

▷ When to use it
○ Performing calculations on multiple lines
○ Statistical analysis

▷ Where to get it

https://www.gnu.org/software/datamash/
sudo apt install datamash
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Datamash
▷ Used for processing raw data at the 

command line
▷ Great for sifting through tabulated data

○ Like Zeek logs

▷ Can perform statistical analysis
○ Min, max, mean, etc. 
○ Can add together values
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cbrenton@cbrenton-lab-testing:~/lab3$ cat conn.log | zeek-cut 
id.orig_h id.resp_h duration | sort -k3 -rn | head -5
192.168.1.105   143.166.11.10   328.754946
192.168.1.104   63.245.221.11   41.884228
192.168.1.104   63.245.221.11   31.428539
192.168.1.105   143.166.11.10   27.606923
192.168.1.102   192.168.1.1     4.190865

cbrenton@cbrenton-lab-testing:~/lab3$ cat conn.log | zeek-cut 
id.orig_h id.resp_h duration | grep -v -e '^$' | grep -v '-' | sort | 
datamash -g 1,2 sum 3| sort -k3 -rn | head -5
192.168.1.105   143.166.11.10   356.361869
192.168.1.104   63.245.221.11   73.312767
192.168.1.102   192.168.1.1     5.464553
192.168.1.103   192.168.1.1     4.956918
192.168.1.105   192.168.1.1     1.99374

Datamash example
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Duplicate IPs



Beacon/Threat Simulator
▷ Permits you to test your C2 detection setup
▷ Target any TCP or UDP port
▷ Can jitter timing 
▷ Can jitter payload size
▷ Not designed to exfiltrate data!

80
https://github.com/activecm/threat-tools

beacon-simulator.sh <target IP> 80 300 10 tcp 5000 

Connect to TCP/80 on target IP every 300 seconds, +/-10 seconds, vary payload between 0-5,000 bytes

https://github.com/activecm/threat-tools


What if I need specific app data?
#beacon-test (included with class files)

while :

do

        curl -A 'Atari 2600 Frogger Browser' $1 >/dev/null 2>&1

        sleep $(shuf -i200-350 -n1)

done

Then run this command with screen:

screen -S c2 -d -m ~/bin/beacon-test <Target IP or FQDN>

81

Packet crafting tools like hping3 let you define payload



Create your own scripts!

82

Example script you can create to make life easier
"fq" check dns.log, http.log and ssl.log in the local directory
Returns info on specified IP address of FQDN
Use "zcat" if logs are in compressed format



Another script example
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C2 Labs & Walkthroughs



Walkthrough versus labs
● Walkthrough

○ I perform the steps, you follow along
○ Let's you see exactly what I'm doing and mimic
○ Usually the first experience with a tool or process

● Labs
○ I give you a problem to solve, you run with it
○ Next slide is "Hints" if you need help
○ Answer slides are after that
○ Reverse engineer if you are stuck
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Working with RITA version 5
● We have completely changed the tool
● New backend, frontend and middleware
● Still working through some minor bugs
● Will call these out as we go through
● These are being addressed
● Should be fixed in the next release
● RITA will tell you when new versions drop
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Walkthrough - SSH to VM
▷ Let's start by connecting to the VM
▷ I will be using SSH
▷ This will permit copy/paste of info

○ Like long strings of commands
○ Simplifies doing the labs

▷ Use the SSH tool of your choice
○ I'll be using SSH from Windows command line
○ I'll also be using SmarTTY
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Caveats to this walkthrough
● I'm working with VMWare
● If you are running VirtualBox

○ Follow port forwarding instructions posted earlier
○ SSH to "student@127.0.0.1:10022"

● If you are running in public cloud
○ Follow vendor instructions to SSH to the system
○ System IP should be listed in their UI

● In both cases, just follow along with the 
walkthrough so you are familiar with the 
commands we are using
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Login to VM
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Via VM software console
Login: student   Pass: findc2



Find the IP of your VMWare VM
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Network interface
IP address to use
Make a note of it

ip a | grep -w inet



SSH to VM
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Password: findc2



Next hands-on walkthrough
● Explore what has been installed

○ Lab files we will be working with
○ Files used by RITA
○ How this "zeek" install is different

● How to process pcaps with Zeek
● How to import Zeek logs into RITA
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What RITA installs
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RITA installs:
● A number of Docker containers
● "zeek" script on host which interacts with Zeek Docker container
● "rita" script on host which interacts with remaining containers



Not your usual Zeek executable
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When you install RITA/Zeek, what you execute 
is scripts that interact with Docker containers.



Zeek script options
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"Zeek" script we created to interact with container. 

Zeek script command line switches are not the same as the 
Zeek binary. 



RITA help options
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RITA's config file - config.hjson

97
Used to tune RITA's detection engine



Contents of home directory

98

Lab 
directories



What's in the lab1 directory?
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86,400 seconds is 24 hours



Where do we start? 
● Find outbound connection persistency
● See if there is a legitimate business need
● Steps to get there:

○ Process pcap into Zeek logs
○ Import Zeek logs into RITA
○ Review results in RITA
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Reading pcaps with Zeek script
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pcap file to process

Where to store the Zeek logs



What you should get
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Import logs into RITA
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rita import -l ~/lab1/ -d lab1

Where are the 
Zeek logs?

What to name 
the database? 



Success!
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Hands-on walkthrough
● First interaction with RITA
● Together we will hunt the first conn pair
● Help you get started using the tool
● Command to get started:

105

rita view lab1



First view of RITA

106

Pages of 
results



Let's start with the bugs
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● These are actually the same entry
● One based on IP, the other FQDN
● Exact same duration time is a giveaway
● This is being addressed



Bug #2
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● Uniqueness is being calculated based on 
number of connections to FQDN.

● Based on target IP will be more accurate
● This is being addressed
● For now, manually verify



Hey my screen is messed up!

109

If you get this, hit "q" to quit and run:
export TERM=xterm-256color
Relaunch RITA. If that does not fix the problem, your terminal app does not support 
256 colors (SmarTTY is a known issue).  



Critical connection pair
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Not really useful for pcaps

File type does not match server MIME

String is unique for this system

Lots of connections but not much data 
has been moved

HTTP, so destination should be a 
FQDN, not an IP address



Suspicious but not "evil" 
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We usually connect to Web servers via FQDN. No 
DNS queries were performed that returned this IP as 
an answer. So source system did a direct IP address 
connection without a prior DNS lookup. 



Reading the raw Zeek logs
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less -S -x25 conn.log

Search data using "/"



http.log file
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Column titles may be offset 

less -S -x25 http.log



MIME type mismatch
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MIME type for "isx.php" expected to be 
"application/x-httpd-php" not "text/html"

List stored at:
/etc/rita/http_extensions_list.csv

Also, 2,868 requests for the same PHP file is suspicious

cat http.log | zcutter id.resp_h uri mime_types | grep 68.183.138.51 | sort | uniq -c



Why zcutter instead of zeek-cut? 
● zeek-cut on steroids
● Many functions not supported in zeek–cut
● Supports JSON format, not just CSV
● Can convert between JSON and CSV
● Can process compressed Zeek logs
● Will accept multiple files as input
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https://github.com/activecm/zcutter

https://github.com/activecm/zcutter


Rare signature

116

The only time this 
system uses this 
user agent string is 
when it talks to 
this one target. 

cat http.log | zcutter id.orig_h id.resp_h user_agent | grep 10.0.2.15 | sort | uniq -c



Why the high beacon score?
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Connecting about 
every 30 seconds in 
most hours. 

Beacon-conn 10.0.2.15 68.183.138.51



ASN associated with target IP
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whois -h whois.cymru.com " -v 68.183.138.51"

Controlled by DigitalOcean
Have they delegated this IP address space? 



Who controls 68.183.138.51?
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dig -x 68.183.138.51 | grep -w arpa

No PTR record
Located in a public cloud



Disposition of 68.183.138.51
● Absolutely requires deeper investigation

○ Google unique data collected
■ URI
■ user agent string

○ Grab pcaps if we did not already have them
○ What app is creating these connections?

● Would recommend incident response
● URI reveals this is most likely Fiesta C2 

delivered by Cloxer.AA
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One more hands-on walkthrough
● By default, results sorted by "Severity"
● We can sort data by any column

○ Sort and filters accessed by pressing "/"
○ Sort needs to define ascending or descending
○ Example= sort:duration-desc sort:beacon-asc

● We can also filter by column
○ Will accept "<" and ">"
○ Example: beacon:>=80 duration:>=1h
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Filter/sort example
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beacon:>=80 duration:>=45m sort:duration-desc



Another example
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Press "?" for help
Press "<ctrl>-x to clear sort/filter settings



Lab time!
● There are three pairs with a severity of "high"

○ Remember one set is a duplicate
● Investigate each of these
● Try to decide if each is:

○ Normal business traffic
○ Possibly a compromised system

● Please use spoilers if posting answers in Discord!
○ Two "|" before and after your text
○ Feel free to test it out now

124
||This lab was easy. The answer is blue.||



Hints
● ID if there is a business need for the connection
● Investigate if the endpoint looks legit
● If not, check the protocol for strange behaviour
● Common to have no DNS or app data for long 

connections that start before the pcap
● "Microsoft-WNS/10.0" is flagged as rare. It 

actually is not. This is a bug in the code that's 
being addressed. 
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Answers
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tile-service.weather.microsoft.com resolves to 
multiple Akamai CDNs. Clearly well funded, which 
seem more legit than evil. 



Answers - Dup entry
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● DNS info matches SNI info
● Digital certificate is valid
● Known server used for WNS



Answers - config.teams…
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● Similar to last one
● DNS matches SNI, digital cert valid
● Known server used by Teams



Safelisting - Hands-on walkthrough
● When a remote system is safe, you want to 

safelist the entry
● This will keep it out of future hunts
● Data is still collected, just not scored

○ Can revert later if needed

● Can safelist by IP or FQDN
● Let's create some entries together!
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What to safelist
● We had 3 entries with a high score that we 

deemed safe
● Let's remove them from future hunts
● Entries to safelist:

○ 52.113.194.132
○ 52.177.166.224
○ tile-service.weather.microsoft.com
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RITA's config file
● RITA can be tweaked via changes to it's 

configuration file
○ /etc/rita/config.hjson

● Things you can change
○ Internal network definition
○ Threat intel feeds
○ Score weighting
○ Systems to always include in processing
○ Systems to safelist (exclude)
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Config file example
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How to safelist
● Need to edit file as root
● Add safelist entries to "never_include"

○ CIDR or FQDN format
○ Double quotes around each entry

● All future hunts will exclude these entries
○ Data still collected
○ Entries will not be scored
○ Remove entries to have them return
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What to change
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Change:

To be:

Note CIDR format and double quotes around each entry



How to make the change
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sudo nano /etc/rita/config.hjson 

CTRL-o to save, CTRL-x to quit



Create a new database
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rita view lab1b

Then run:



High severity entries removed!
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Safelisting in remaining labs
● Safelist entries in the rest of the labs is optional
● How comfortable are you editing Linux text files?
● Can be a little time consuming
● We are on limited time until the end of class
● I'll leave it to your discretion
● Just don't fall behind :-) 
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Next lab!
● Move to the "lab2" directory
● Run the pcap through Zeek
● Import the Zeek logs into RITA
● Hunt all items with critical or high severity
● Initial commands to run:
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cd ~/lab2
zeek readpcap ~/lab2/lab2.pcap ~/lab2/
rita import -l ~/lab2/ -d lab2
rita view lab2



Lab2 analysis
● There are three connection pairs with a 

severity of high
● Run each of these down to see if any are 

potentially malicious
● Sometimes it's easier to start with pairs 

that may have a legit business need
● Leave the hard ones for last
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Hints
● Large number of "Subdomains" data may 

be an indicator of C2 over DNS
● Could be some interesting info in Zeek's 

dns.log file
● Search the file for indicated domain
● Think about what is "normal" and pay 

attention to data that odd or different
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Answers - NTP
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First entry looks like legit NTP traffic
NTP servers are typically accessed via IP address
May want to create a safelist entry for this



Answers - connectivity-check
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Third one is Ubuntu calling home
System implies a benign check
It's actually Canonical tracking installs



Well this is odd…
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Second entry has a benign domain name
Subdomains listed at 165,378

Does it make sense we would look up this many 
resource records in 24 hours?



Answers - cisco-update
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Do these look like names humans would use?
Values are 0-9 and a-f. This is Hex!!!
Could be obfuscated data



Can we read the Hex?
● Maybe, need to convert Hex to ASCII

○ There may be other layers of encoding

● Many tools available
○ xxd with "-r" switch
○ CyberChef - Awesome online conversion tool

● This gets a bit beyond an intro class
● I cover these techniques in the advanced 

threat hunting class
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Lab3
● Move to the "lab3" directory
● Run the pcap through Zeek
● Import the Zeek logs into RITA
● Hunt all items with critical or high severity
● Initial commands to run:
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cd ~/lab3
zeek readpcap ~/lab3/lab3.pcap ~/lab3/
rita import -l ~/lab3/ -d lab3
rita view lab3



Lab3 analysis
● First page is all high severity items

○ Unless you previously set extra safelists

● Hunt all 8 items to see if any are of 
potential concern

● If you can't decide in 3-4 minutes, come 
back to that connection pair last
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Hints
● Same process as before, start with the easy 

ones and work into more challenging
● Long connections at around 24 hours

○ Not uncommon to have no DNS or header info
○ That data collected at connection start
○ So connection started before pcap was captured
○ In this case, this info being missing not unusual
○ Will not be a problem with live captures
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Answers - 162.159.200.1
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First entry looks like normal NTP traffic
Normally we would safelist this entry



Answers - 52.226.139.0/24
● Long conn from 4 internal to 2 external
● Conn time close to 24 hours
● Conns started before pcap
● DNS & header info collected at conn start
● No suspicious this is missing
● Not a problem with live captures

○ Only pcaps due to limited time
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Windows calling home?
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Two targets on MS network but no PTR
Cannot blindly trust 8075 anymore!



Can we confirm source is Windows?
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Lots of Windows related queries
Source is most likely Windows
These 4 entries are normal Windows behaviour



Answers - 
ctldl.windowsupdate.com
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Large number of CDNs means this will most likely be legit
trafficmanager.net also associated with Microsoft



Answers - Wait? No? What? Wait…
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Known Windows behaviour with this FQDN
Checking for Digital Cert updates over plaintext
So trusting TLS relies on trusting plaintext
Because connection hijacking is just theoretical



A quick decode
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A quick decode



Should ctldl. Be safelisted?
● Expected Windows behaviour
● Not evil, just vulnerable
● Don't block without a plan "B"

○ Really hard to implement

● Kind of stuck with what you've got
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Answers - 172.208.51.75
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Lots of connections to an odd port



Beacon behaviour
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Absolutely a beacon
Note small amount of jitter



172.208.51.75 (cont)
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No DNS queries are suspicious
Note lack of SNI info
Could be TLS 1.3 with SNI obfuscated



TLS info
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Obfuscating SNI via TLS 1.3

JA3 hash of client hello is 
about all we have to go on



Checking TCP port 7707
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This does not seem likely



Not getting the warm fuzzies
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JA3 hash associated 
with Sliver C2



Any solid conclusions?
● We absolutely need host data
● Need to know which app is making these conns
● Sysmon/BeaKer data would be perfect
● If not, time for incident response

○ Don't cross active/passive line
● If we go down the rabbit hole, this is AsyncRAT
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https://www.activecountermeasures.com/malware-
of-the-day-asyncrat/

https://www.activecountermeasures.com/malware-of-the-day-asyncrat/
https://www.activecountermeasures.com/malware-of-the-day-asyncrat/


Remember "don't trust 8075"?
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ASN 8075 now overlaps Azure
Anyone who knows what they are doing can spin up 
instances in 8075!
Pay attention to PTR records



Let's talk about TLS 1.3
● SNI can be encrypted
● This obfuscates it from view
● Client makes an "A" record query for IP 

address of website
● It then makes a "HTTPS" record query for 

server's public key
● Shared secret generated to obfuscate SNI
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Query examples
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"A" query then "HTTPS"



SNI encrypted
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Which causes Zeek to report



So are we out of luck?
● Not exactly
● Our job is now harder
● But not impossible
● We still have that original "A" query that we 

can work with
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Leveraging DNS
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This was the C2 server



Wait, so you still see the FQDN???
● Usually, yes
● So it has made life harder for security folks 

without really improving privacy
○ I'm convinced RFC writers officially hate us

● Caveat is DNS over TLS
○ Combine it with v1.3 and we are totally screwed

● Within corporate, just say no to both
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Down the rabbit hole with Lab4
● Move to the "lab4" dir and run data
● During Zeek import, minor soft error

○ "line 30: Failed to open GeoIP…"
○ Volume mapping being addressed

● This soft error is safe to ignore
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cd ~/lab4
zeek readpcap ~/lab4/lab4.pcap ~/lab4/
rita import -l ~/lab4/ -d lab4
rita view lab4



Walkthrough collaboration
● Threat hunting can be messy
● Not always as clean or obvious as the labs
● Let's go through a noisy dataset
● Lots of severity "High" scores
● May or may not contain C2
● Let's go through each line together
● Please share your techniques for running 

down each suspect connection
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First entry
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What do you think?
Please share in Discord



First entry - What is it?
● Ubuntu calling home
● Appears to be a mis-configured system

○ Connecting 260 times per hour (1/14 sec)
○ That should be per day (1/300 sec)

● Should we safelist this?
○ Appears benign
○ But then we would not see misconfiguration
○ But is this the best tool to check for that? 

● Personally I would safelist this
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What Zeek sees
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Request for default index.html
Status code 204 means "No Content"
Unsure why sometimes user agent is missing



First entry - packet decode
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"No Content" but 
header includes 
status info for 
NetworkManager



Second entry

178

Your 
thoughts?



Second entry - What is it? 
● Windows calling home
● There is an MSN app, but connection 

frequency is too slow
● Reporting that this is used to deliver ads to 

Windows
● Should we safelist?

○ Same caveats as Ubuntu checkin
○ I would personally safelist
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Third entry
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Your 
thoughts?



Third entry - What is it? 
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Legit NTP
Safelist by IP since FQDN not being used



Fourth entry
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Your 
thoughts?



Fourth entry - What is it? 
● Cloudflare public DNS resolver
● Fast, claims higher privacy
● Used by many orgs
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Is it evil?
● Wait… 11,882 connections
● Could this be C2 over DNS???
● Note "Subdomains" did not trigger

○ Looking for excessive number of FQDNs in domain
○ Not detected in this situation
○ Just a busy DNS server

● Should we safelist this?
○ Absolutely not!
○ Will be blind to C2 over DNS
○ Make a note and live with it
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Checking for C2 over DNS
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Settings in /etc/rita/config.hjson

What was seen in dns.log



Fifth entry
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Your 
thoughts?



Fifth entry - What is it?
● Firefox service for website notifications
● Let's approved sites send you pop-ups
● Because we all agree that the Internet 

needs more pop-up notifications ;-)
● This can be safelisted, but may want to 

disable in the browser
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https://support.mozilla.org/en-US/kb/push-notifications-firefox

https://support.mozilla.org/en-US/kb/push-notifications-firefox


Sixth & Seventh entry
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These two are 
nearly identical.

Thoughts?



Sixth & Seventh - What is it?
● These are a challenge
● No header info to work with
● No DNS info to work with
● whois points at Microsoft but no PTR
● What does VirusTotal think?
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Checking VirusTotal
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Note history of 
Microsoft related 
domains

WNS known to 
make long conns



What to do
● Leaning towards it's OK to safelist
● Would be nice to have more data
● We could reboot the source systems

○ Connection should re-establish
○ Capture original DNS query
○ Capture transport negotiation
○ Would give us definitive info 
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Eighth entry
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Your 
thoughts?



Eighth entry - What is it?
● SaaS service for software development
● Let's you bug and monitor your code

○ Make live changes in production
○ Segregate who sees which features
○ Monitor app usage and collect statistics

● I would really want to know which app is reporting 
data

● As a security person…I have concerns
○ Would not safelist this (at least for now)
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https://launchdarkly.com/how-it-works/

https://launchdarkly.com/how-it-works/


Sanity check time
● We have 5 entries we could safelist
● Let's add them in now
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connectivity-check.ubuntu.com
www.msn.com
185.125.190.56   (NTP)
push.services.mozilla.com
52.226.139.0/24   (MS WNS)



How to make the change
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sudo nano /etc/rita/config.hjson 

Save changes, then re-import data:

sudo rita import -l ~/lab4/ -d lab4b
rita view lab4b



New view of our data
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Not safelisted

Appears due 
to long conn 
bug being 
addressed

Not safelisted

New entries 
from here down



Next entry - 64.23.195.234
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Your 
thoughts?



64.23.195.234 - What is it?
● Long conn - No DNS or app data to use
● Running dig & whois shows DigitalOcean

○ But no useful host info
● VirusTotal info not definitive
● TCP/9200 is Elasticsearch

○ This may help run down why it's in use
● App is usually a browser, so BeaKer type info 

many not be helpful
● Chat with user or power cycle the source
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Wait, so safelist or not?
● Do not yet have a definitive answer on 

64.23.195.234
● If it is Elasticsearch, it's probably not evil
● But best to check and be sure
● We will usually not be able to solve 

everything in a quick easy pass
● Some items will require additional research

199



Next entry - 172.208.51.75

200

Your 
thoughts?



172.208.51.75 - What is it?
● Long conn with no DNS or app info
● Connecting to strange port - TCP/4444

○ SOHO router console port
○ Metasploit default listener
○ Various malware

● Similar to the last one, not much to go on 
within the datastream without seeing 
initial connection

201



How 48 hours in 24 hour pcap?
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Four connections made
Some connections ran concurrently
Sum of durations is just over 48 hours

cat conn.log | zcutter -d ts id.orig_h id.orig_p id.resp_h id.resp_p service duration | grep 172.208.51.75



What if we can pivot to BeaKer?
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"resumebuilder.exe" running out of C:\Windows\Temp



Red flags in BeaKer data
● A binary executable named 

"resumebuilder" doesn't make sense
● Running in the Windows temp directory

○ Not where apps are usually run
○ Leveraged by malware due to loose perms

● Leaning towards thinking its evil
● Binary analysis would be helpful
● BeaKer data can really help to clarify
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Final walkthrough - Tuning RITA
● Still have 4 pages of severity "high"
● Can we tune some of these out? 
● RITA evaluates 4+ conns as beacons

○ We changed this to 12 for the labs
○ Low conn count a concern in high security envs
○ Are we worried about high level nation state? 
○ If not, we could increase this value further
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Increase beacon count
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sudo nano /etc/rita/config.hjson

Change:

To this:

Then save and exit



Recheck the data
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rita import -l ~/lab4/ -d lab4c

riva view lab4c



New results
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What did the change do?
● Reduced the number of severity high items

○ 8 removed
○ 3 pages instead of 4
○ Stuff we care about is still there

● Could we improve further?
○ Increasing to 47 removed half remaining entries
○ Change long conn thresholds

■ High to 20 hours
■ Medium to 12
■ Removes another half page of entries
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Old school output
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Currently "--stdout" is an undocumented switch. 



Closing thoughts
▷ Remember the process

○ Identify connection persistency
○ Identify business need if present
○ Investigate external IP
○ Investigate internal IP

▷ Disposition each IP
○ Pretty certain it's still pristine
○ Pretty certain it's compromised

▷ Don't cross the passive/active line
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If you want to keep practicing
▷ Check our malware of the day blog
▷ Skip to the bottom, download the 24 hour long 

pcap file
▷ Import into RITA
▷ Review the results
▷ When done, check the blog for answers

○ Did you miss anything?
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https://www.activecountermeasures.com/?s=malware+of+the+day
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Want an AC-Hunter demo?
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Updated version coming soon!

Type "demo" in chat



Classes I'm teaching
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● Advance Network Threat Hunting
○ WWHF Oct 8th & 9th
○ Virtual tickets still available

● Intro to Docker (new - pay what you can)
● Intro to Packet Decoding (pay what you can)
● Security Compliance & Leadership

https://www.antisyphontraining.com/mission/our-instructors/instruc
tor-profile-chris-brenton/

https://www.antisyphontraining.com/mission/our-instructors/instructor-profile-chris-brenton/
https://www.antisyphontraining.com/mission/our-instructors/instructor-profile-chris-brenton/


When will I get my cert?
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Certs go out within 24 hours. 

You can also retrieve your cert from Accredible:
https://v2.accounts.accredible.com/retrieve-credentials

https://v2.accounts.accredible.com/retrieve-credentials


Thank you for attending!
▷ Thanks for sharing your valuable time with 

us today
▷ We hope the class has been helpful
▷ The team will monitor Discord for any last 

minute question
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