
Fireside Friday's
Linux CLI - 101

Week 2



Thanks to our sponsors!
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Antisyphon Training



Special Thanks to…
● Hermon

● Emily

● Both gave up many late nights to help with QA and 
development of this content

● Very much appreciate their efforts! 

● Please give them a warm "thanks" the next time you see 
them online
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Lab requirements for this section
● Access to a modern Linux system

● Can be a VM or public cloud instance

● Need "sudo" access for some labs

● I'll be working with Ubuntu 24 LTS
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SSH to your Linux system
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Checking the SSH server key
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Perform at the console or by verified user:

To be done before answering "yes"

First login provided info:

These values
should match

ssh-keygen -lf /etc/ssh/ssh_host_ecdsa_key.pub



"ls" = Listing files and directories
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cd = change directory, <tab> = autocomplete
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Press <tab> twice quickly



sudo = Run command as another user
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When the user is not specified, "root" is assumed
Needed to run high privilege commands
Need to be part of "sudo" group to use it

sudo iptables -L -nvx



df = Report available disk space
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Finding files with "find"
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Search from this directory down

Search entire drive
Use "sudo" to avoid read errors

Wildcards can be used



Find files by size
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Specified size or larger

Read errors in "/proc/" are common



head = first 10 lines, tail = last 10 lines
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Adding "-<number> to either changes the # of lines of output



less = pause output at single page
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Arrow keys, page up/down to navigate
"q" to quit 



less -S = Prevent line wrapping
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Right arrow to see data off side of screen



man <command> = online help
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ps = View running processes
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top = See CPU, memory & process stats

18Press "q" to quit this screen



ip = Show system IP address info
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Please note your interface name for a later slide



Matching patterns with grep 
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ip a| grep inet



Matching specific patterns
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"-w" = Whole word match
String must start/end with non-word character
Note "inet6" no longer matches

ip a| grep -w inet



MAC address info
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Bogus MAC due to running in public cloud



Live monitoring network stats
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watch -n 1 "ip -s link show enp6s18"

Replace "enp6s18" with your interface from the last slide
"CTRL-c" to quite this screen



netstat = Show open port info
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w = See currently logged in users
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last = See successful login history 
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Does not start tracking logins until 
the first time you run the command



lastb = Show failed login attempts
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You should be using failed2ban which will be covered in another class



List of accounts with brute force attempts

28

sudo lastb | cut -f 1 -d ' ' | sort | uniq -c | sort -rn | head

The above only works if you are running fail2ban



history =  Show previous commands
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Distro dependent, but usually saves last 2,000 commands 



Patching
● Most Linux system default to installing security patches

● You may need to manually install functional patches

● Two popular patch management systems
○ apt = Debian, Ubuntu, other variants
○ yum = Red Hat, CentOS, Fedora, other variants

● Examples I'll give are specific to "apt" but "yum" is similar
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Check to see if patches are available
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Run before other "apt" commands so they work properly



View missing patches (optional)
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Install all patches (but not upgrades)
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Installing software
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Man pages are 
installed as well

"tree -d" to list 
only dir names



Where can I learn more?
● Bill Stearns has some awesome content

● Anything every written/presented by Hal

● Ryan's Tutorials has some awesome walk throughs

● Linux Journey has some decent online content

● Linux Survival has some good references/tutorials 
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Missing a reference you think is useful? 
Please toss it into chat and share the love!

https://www.activecountermeasures.com/?s=stearns&id=13848
https://www.antisyphontraining.com/instructor/halpomeranz/
https://ryanstutorials.net/
https://linuxjourney.com/
https://linuxsurvival.com/


Wrap up
● Thank you for attending!

● Certs & video usually go out in 24 hours

● If you have any lingering questions, the Discord channel 
will remain active
○ Also a good chance to socialize with others in the class
○ Have other tips and tricks? Please share with others!
○ Posting screenshots can be helpful :-) 
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