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Lab requirements for this section

® No labs

® This section will be all lecture



This used to be easy...
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Today things are far more complex...
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Where do we start?

The great pyramids were built one stone at a time...
What connectivity is required to support the organization?
What are the assets involved?

What is the business value of each of the assets?

What are the risks to those assets?

How should these risks be managed?

How will security be maintained?

A systematic approach is worth the investment




What is a systematic approach?

® Most security is grown ad-hoc
O Throw tools at it as Gartner recommends
O Or Reddit, or Quora, or Discord, or your buddies...
O Solving short term pain, not necessarily long term problems

® Systematic approach starts with the last slide

O Understand the requirements
O Segregate assets into security zones

O Don't forget about long term maintenance




"Trust" zones are dead

® Long live security zones

® |[f it has a CPU, it's potentially hostile, both outside and
Inside the perimeter

® Segregation of resources by zone

O Permits management in groups

O Simplifies policy and implementation

® Zones can/should also be segregated by asset value




Security zone example

e \What can be said about on-prem users?

o They need access to internal servers

o They will access the Internet at large

o Potential source of malware

o Should not need to access each other's systems

e C(Collect users together and apply group policy

o Block/monitor cross traffic
o Monitor for command and control traffic
o Apply behaviour analytics and verify deviations
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Security zones

On-prem servers, internal or VPN access only
On-prem users

Internet accessible resources

Public cloud resources

Remote users

The Internet at large
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The importance of a test environment

Changes need to be tested
Misconfigured security can easily break things
You don't want to learn in production

A test environment is a requirement
O Isolated portion of the org's network

O Home lab

Coding best practices apply equally to security

12




Diminishing return $3% Vs risk mitigation

e Risk

= == Spending

This is also true
of "time"
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Can we ever achieve absolute security?

If the data center is a mile underground

With self contained nuclear power

All wrapped in a Faraday cage

With no physical access

Flamethrowers to prevent electromatic snooping

Then maybe, possibly...

Anything less requires the acceptance of risk
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Handling threats

® How much risk do you really need to mitigate?

® Does it make more sense to:
O Minimal spend on risk neutralization
O Invest in detection and recovery
® Example (small numbers which are easy to process):

O Asset value is $1 per day
o0 $50 annual to mitigate a risk to near zero

O $5 annual to implement early detection
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Security frameworks

e Can provide a holistic approach to security

o PCI, HIPAA, FedRAMP
o SO 27001, SOC I

e I|dentify different elements where risk can be mitigated

o Network
o Authentication and access control
©  Vulnerability management

e Protection in layers
e Never invest solely in one security vertical
e More on this topic later

16



Work towards a layered defense

Access Control Confidentiality Auditing Process
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Another layered perspective

ATT&CK Matrix for Enterprise

layout: side ~

show sub-techniques

hide sub-techniques
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Common initial threat vectors
Phishing

Known exploits not addressed
0-Day exploits

Supply chain attacks
Credential stuffing

Malicious employee

Improperly trained employee
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Common threat objectives

Ransomware
Advanced Persistent Threat (APT)

O For the purposes or theft

O For the purposes of leveraging control
Cryptomining

Activism
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# of studies ID "insider" as > threat

® Arguably the greatest number of security issues are
generated within the org itself

® Misconfiguration or poor implementation due to:

O Insufficient training
O Deficient processes, documentation or audit controls
® Malicious insider

O "Culture" can go a long way towards curing this

O Take time to properly vet new hires 5




Incident handling/response, what is it?

® "Incident” = Event that can negatively impact an organization
O Building fire
O Attacker encrypts data making it inaccessible
O Leaking of customer data

® "Incident Management" = Resolve and mitigate the impact of an

identified incident
® Generic term but we'll focus on cyber
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Blameless postmortem

Examination of an event or process with the benefit of hindsight

"Blameless" focuses on process, not people

o "Bill screwed up" is an easy out

o Butis this an accurate root cause analysis?

o Could "Sally" potentially do the same?

How can we improve the process while accepting that people
are fallible?

Can be leveraged for incident handling or any other process
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NIST incident response life cycle

The Incident Response Lifecyle

PREPARATION

DETECTION
& ANALYSIS

CONTAINMENT
ERADICATION
& RECOVERY

POST-INCIDENT

ACTIVITIES

Iy
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Goal on incident response cycle

® Continuous improvement
® Don't just ass-u-me your processes work, test them

® Both testing and real incidents should be leveraged to
Improve security posture

® 3rd parties can help generate unexpected vectors

® You should test this more frequently than you think
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Wrap up

® Thank you for attending!
® Certs & video usually go out in 24 hours

® |[f you have any lingering questions, the Discord channel
will remain active

O Also a good chance to socialize with others in the class
O Have other tips and tricks? Please share with others!

O Posting screenshots can be helpful :-)
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