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Lab requirements for this section

® |abs at the end

® All you need is a web browser



Classful routing

Address space used to be classified as A, Band C

Class used to ID network size being allocated

O  A=17 million possible hosts
O B =65,000 possible hosts
O C =254 possible hosts

Not very efficient - What if | need 1,000 addresses?

Burned through available addresses very quickly
Scrapped and replaced with CIDR

O

O

Classless Inter-Domain Routing
"IXX" designates the number of networking bits (explained later) s




Reserved IP addresses

0.0.0.0 = This local network

10.0.0.0/8 = Private addressing

100.64.0.0/10 = Service provider private addressing
127.0.0.0/8 = Loopback, localhost

169.254.0.0/16 = link-local when no DHCP available
172.16.0.0/12 = Private addressing

192.168.0.0/16 = Private addressing

224.0.0.0/4 = Multicast communications

240.0.0.0/4 = Reserved for testing and future use
255.255.255.255/32 = Local network broadcast




How are addresses allocated?
Via the Internet Assigned Numbers Authority (IANA)

Typically allocated to registry authorities

Broken out by region

These take care of allocations within their region

https://www.iana.org/assignments/ipv4-address-space/ipv4-address-space.xhtml



https://www.iana.org/assignments/ipv4-address-space/ipv4-address-space.xhtml

How are |IP addresses formatted?

® Four groups of numbers
® Separated by periods

® \/alues are actually generated in binary

O  Only legal values are 1 or O

O Easy for computers to process

® \We just view in decimal because it's easier for humans
® A "bit" is one value that can be either 1 or O

® A'"byte" is a collection of eight bits




It's all about the binary

101011101101011101110111011101110 =
>

=

10.55.182.100.14291 > 10.233.233.5.80: Flags [S], cksum 0x9309 (correct),
seq
2643678933, win 64240, options [mss 1460,nop,wscale 8,nop,nop,sackOK], length 0

0x0000: 4500 0034 0a86 4000 7f06 3cb4 0a37 b664 E..4..0@...<..7.d
0x0010: 0Oae9 €905 37d3 0050 9d93 56d5 0000 0000 ....7..P..V.....
0x0020: 8002 fafO0 9309 0000 0204 05b4 0103 0308 ......ciiiioon..
0x0030: 0101 0402



Why use binary?

With noise

Amplitude Aperiodic Analog signal

& - » * - ® -

VVVVVVVV




cbrenton@cb-lab:~$ uptime
17:38:53 up(7122 daysy 17:53, 1 user, load average: 0.00, 0.01, 0.00
cbrenton@cb-lab:~$ ifconfig ethO
ethO: flags=4163<UP, BROADCAST, RUNNING, MULTICAST> mtu 1500
inet 161.35.113.192 netmask 255.255.240.0 broadcast 161.35.127.255
inet6 fe80::ac36:1fff:fe52:7600 prefixlen 64 scopeid 0x20<link>

ether ae:36:1£:52:76:00 txqueuelen 1000 (Ethernet)

RX packets 123016951 bytes 22813069445 (22.8 GB)

RX errors 0 > dropped 0 overruns 0 frame O

TX packets 108991986 bytes 30314800990 (30.3 GB)

TX errors 0 > dropped 0 overruns 0 carrier 0 collisions O

This is why we standardized on binary :-)
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Binary to other formats

How to interpret the binary depends on the encoding being used.
Must be set in the software.

Binary ASCII Decimal Hex
00000000 "null" 0 0x00
IP headers use decimal. 00000001 "start of header” : 0x01
Payload uses ASCII. 00110001 1 49 0x31
00110010 2 50 0x32
Data sometimes displayed in Hex. |——"""" > il X33
. 01000001 A 65 0x41
Tables used for conversion. 1000010 5 o a2
01000011 C 67 0x43
01100001 a 97 0x61
01100010 b 98 0x62
01100011 (o} 99 0x63
01111111 "DEL" 127 OX7F
11111111 255 OxFF




18:15:54.078555 IP 10.55.100.109.52068 > 52.44.164.170.80: Flags [P.], seq 1:190, ack 1, win 256, length 189: HTTP: GET /topsite

s/category;2/Top/Business/ HTTP/1.1
0x0000: |4500 00e5 6d06 4000 7f06 4692 0a37 646d E...m.@...F..7dm
0x0010: |342c adaa cb64 0050 5ddl 35af a331 cc80 4,...d.P].5..1..
0x0020: |5018 0100 be96 0000 4745 5420 2f74 6£f70
0x0030: 7369 7465 732f 6361 7465 676f 7279 3b32 sites/category;2
0x0040: 2f54 6f70 2f42 7573 696e 6573 732f 2048 /Top/Business/.H
0x0050: 5454 502f 312e 310d 0a55 7365 722d 4167 TTP/1.1..User-Ag
0x0060: 656e 743a 204d 6f7a 696c 6¢c6l 2f35 230 ent:.Mozilla/5.0
0x0070: 2028 5769 6e64 6f77 7320 4e54 3b20 5769 . (Windows.NT;.Wi
0x0080: 6e64 6f77 7320 4e54 2031 302e 303b 2065 ndows.NT.10.0;.e
0x0090: 6e2d 5553 2920 5769 6e64 6f77 7350 6f77 n-US).WindowsPow
0x00a0: 6572 5368 656c 6¢c2f 352e 312e 3136 3239 ersShell/5.1.1629
0x00b0: 392e 3938 0dOa 486f 7374 3a20 7777 772e 9.98..Host:.www.
0x00c0: ®6l6c 6578 612e 636f 6d0d 0a4d43 6f6e 6e65 alexa.com..Conne
0x00d0: 6374 696f 6e3a 204b 6565 702d 416c 6976 ction:.Keep-Aliv
0x00e0: 650d 0al0d Oa ey e

tcpdump decodes details as ASCI|
But header info should be converted to decimal
Header info appears scrambled because wrong conversion




Converting 8 bits to decimal

sy 107101010

Decimal 12864 3216 8 4 2 1

00000000 = O

11111111 = 14+42+4+8+16+32+64+128 = 255
10101010 = 2+8+32+128 = 170

11110000 = 16+324+04+128 = 240
00101010 = 248432 = 42

14



Speaking binary

Bit - Single value that can only be 1 or 0
Byte - A collection of 8 bits
Nibble - A collection of 4 bits (half a byte)

32-bit word - Collection of 4 bytes
O 4 bytes X 8 bits per byte = 32 bits

® Binary word can sometimes express other sizes
O Usually linked to the CPU design

15



|IPv4 addresses

Combination of four bytes (8 bits in each, 32 bits total)
Bytes are displayed separated by periods
255 greatest IP value because 11111111= decimal 255
Subnet mask follows the same convention

Corresponding subnet mask:

O Binary "1" means network address

O Binary "0" means host address

16



Subnet example

IP 192.168.0.10 11000000.10101000.00000000.00001010
Sub 255.255.255.0 11111111.11111111.11111111.00000000
_ /
4
Network Host

Network bits are allocated from the left
Host bits are allocated from the right

17



Why do we care about binary?

® Matters when we get into subnetting

® Masking bits may not fall on an even byte boundary

® [ast example had 24 masking bits (3x8)

O What if there are 25 masking bits?
O  What if there are 23 masking bits?

O Are 32 masking bits a valid value?

® Knowing binary can help with these calculations

18




CIDR format

® [dentifies the number of masking bits

® Examples:

o /8=255.0.0.0

/16 = 255.255.0.0

/23 = 255.255.254.0
124 = 255.255.255.0
/25 = 255.255.255.128
126 = 255.255.255.192

O O O O O

19



Why subnet?

Lets you control network versus address allocation
Increasing # of networks, decreases # of host per network

Reducing # of networks, increases # of hosts per network

For every network created, you lose two addresses:

O 1 to label the network address (first address in the range)
O 1 to label the network's broadcast address (last address in range)
O This means you lose 2 host IPs per network

20




Let's go through an example

Assume I've been allocated 1.2.3.0/24

CIDR | Mask last | bits # of nets | # hosts/net | Network addresses
byte
124 0 00000000 | 1 254 0
125 128 10000000 | 2 126 0,.128
126 192 11000000 | 4 62 0, .64, .128, .192
/30 252 11111100 | 64 2 4,8, .12, 16, .... 240, 244, 248, 252
/31 254 11111110 | 128 0 N/A
132 .255 11111111 0 1 Special to match on exact IP address

21



Supernetting

Given: 1.2.2.0/23

Mask in binary = 11111111.11111111.11111110.00000000
Mask in decimal = 255.255.254.0

Network address = 1.2.2.0

Broadcast = 1.2.3.255

Number of usable host addresses = 510

Kind of a dead term since the change from class to CIDR

22



16 bit values

As mentioned, 255 largest decimal value for a byte
But wait, some fields can use larger numbers
Example: valid port numbers are 0 - 65,535

How do we express this in decimal?

Answer: We combine two bytes, 16 bits in total

23



16 bit conversion

10101010- 10101010

8192 1024 256 16
16384 2048 512 128 32 8 2

32768 4096

Max value = 65,535
Above binary converts to 43,690



Can we do weird masking?

s 11111111.10101010.01010101.00000000 a valid mask?
O |n decimal, this would be 255.170.85.0

Technically yes, but assigning IPs would be a PITA
Worked on older systems
Doesn't seem to work on most modern systems

Most use CIDR so not a possibility

25



Obfuscation

® Attackers like to hide their data

® Most security tools based on pattern matching

O | see "powershell" in the payload, that's bad
O |see "TOB6F 776572 73 68 65 6C 6C" so that's OK
O But wait, that's just powershell in Hex instead of ASCII

® Converting formats has less overhead than encryption
® Accomplishes the same goal of obfuscation

® Takes advantage of table expectication

26



Let's do a lab!

® [et's play a game of obfuscation
® Going to try and decode a hidden message

® Not encrypted, just taking advantage of table expectations

O Your system will expect the data to decode as ASCII
O Will actually be in a different format

27



Download the super secret message

7l *Untitled - Notepad - a X

File Edit Format View Help
gNmUgMjAgNTQgNjEgNzkgNmMgNmYgNzIgMjAgMzIgMmMgMjAgNGUENmYENFEENjggMjAgNTYENJEEgNZzcgNzQgNjUgNzIgMjAgMZzIgMGEgMZEEM:
gNjkgNmyYgMjAgNzMgNjkgNjcgNmUgNjEgNmMgNzMgMmUgMjAgNT cgNjugMjAgNjkgNmUgNzYgNjUgNzMgNzQgNjkgNjcgNFEgNzQgNjUgMjAgN:
gNzIgMjAgNjUgNmQgNjEgNmUgNjEgNzQgNjkgNmUgNjcgMjAgNFYgNzIgNmYgNmQgMjAgNjEgNmUgMjAgNmYgNzUgNzQgNzMgNjkgNjQgNjugM:
gNmYgNmQgNmQgN jkgNzMgNzMgNjkgNmYgNmUgMjAgM]jggNDY gNDMgNDMgMjkgMmUgMjAgNTMgNzQgNjEgNzQgNjkgNzMgNzQgNjkgNjMgNjEgNr
gNjggNjEgNzQgMjAgNzQgNjggNjUgMjAgNjcgNmYgNzYgNjUgNzIgNmUgNmQgNjUgNmUgNzQgMjAgNjggNjEgNzMgMjAgN IgNjUgNjUgNmUgM:
gNmYgNzYgNjUgNzIgNmUgNmQgNjUgNmUgNzQgMjAgNzMgNzAgNzkgMjAgNmYgNmUgMjAgNMgNjkgNzQgNjkgN2EgNjUgNmUgNzMgMjAgNJIgN:
gNjUgNzMgNzUgNmMgNzQgNzMgMmMgMjAgNjEgNmUgNjQgMjAgNjMgNmYgNmUgNjMgNmMgNzUgNjQgNjUgMjAgNzcgNjkgNzQgNjggMjAgNFEgM:
gNjYgNjuUgNzIgNzIgNjUgNjQgMjAgNzQgNmYgMjAgNjEgNzMgMjAgNzQgNjggNjugMjAgNDMgNmMgNjEgNzMgNzMgN jkgNjMgNjEgNmMgMmMgM:
gNjUgNzIgNjugMjAgNWIgMzIgNWQgMMUgMGEgMGEGNDEEMjAgNZzIgNFEgNjQgNjkgNmYgMmQgNjYgNzIgNjUgNzEgNzUgNjUgNmUgNjMgNzkgM:
gNzQgNzcgNmYgNzIgNmIgMjAgNjEgNmUgNjEgNmMgNzkgNzMgNjUgNzIgMmMgMjAgNjEgNmUgNjQgMjAgNjEgNmUgNzQgNjUgNmUgNmUgNJEgN:
gNjUgNzMgMmMgMjAgNzQgNjggNjUgMjAgNzMgNzUgNjIgNmEgNjUgNjMgNzQgNzMgMjAgNJEgNmUENjQgMjAgNjUgNzggNzAgNjUgNzIgNjkgNr
gNFEgNmUgNjQgMjAgNzAgNFEgNZzIgNjkgNjUgNzQgNjEgNmMgMjAgNmMgNmYgNjIgNjUgNzMgMmUgMjAgNGYgNmUgNjMgNjUgMjAgNzcgNjkgN:
gNjEgNzQgMjAgNjQeNjkgNjYgNjYgNjUgNzIgNjUgNmUgNzQgMjAgNjYgNzIgNjUgNzEgNzUgNjUgNmUgNjMgNjkgNjUgNzMgMmUgMGE gMGE gNI
gNmUgMmMgMj AgNjEgNmMgNmMgMjAgNjggNjUgNmMgNmQgNjUgNzQgNzMgMjAgNjUgNzggNjggNjkgNjIgNjkgNzQgNjUgNjQgMjAgNFEEMIAgNr
gMzQgMjAgNDcgNjggN2EgMmUgMjAgNDEENjMgNjMgNmYgNzIgNjQgNjkgNmUgNjcgMjAgNzQgNmYgMjAgNzQgNjggNjUgMjAgNDY gNDMgNDMgMr
gNzQgMmMgMjAgNzQgNjggNjUgNzMgNjUgMjAgNjIgNjEgNmUgNjQgNzMgMjAgNFEgNzIgNjUgMjAgNIEgNzQgMjAgNzQgNjggNjUgMjAgNjggN:
gNzIgNjUgNzAgNmYgNzIgNzQgMjAgNzcgNjkgNmMgNmMgMjAgNjUgNmUgNjMgNmYgNzUgNzIgNjEgNjcgNjUgMjAgNzQgNjggNjUgMjAgNzAgN:
gMjAgNTMgNjUgNzIgNjcgNjkgNFEgNjQgNjkgNzMgMjAgNFYgNmYgNzIgMjAgNmMgNjUgNmUgNjQgNjkgNmUgNjcgMjAgNzUgNzMgMjAgNzQgN:
gNngNjUgNmMgMjcgNzMgMjAgNDQgNjEgNjngmMgNzkgMjAgNTAgNmMgNjEgNngNjUgNngMngMGE%
Ln 1, Col 18901 100%  Windows (CRLF) UTF-8

https://whats-this-stuff.s3.us-east-1.amazonaws.com/super-secret.txt



https://whats-this-stuff.s3.us-east-1.amazonaws.com/super-secret.txt

How do we decode this?

Download CyberChef &
Operations
Search...
Favourites

To Base64

From Base64

To Hex

From Hex

To Hexdump

From Hexdump
URL Decode
Regular expression
Entropy

Fork

Magic

Data format
Encryption / Encoding
Public Key
Arithmetic / Logic
Networking
Language

utils

Date / Time

Last build: A month ago - Version 10 is here! Read about the new features here Options £ About / Support @

Reci ~ 08 F  input +oOs8=
ipe p

o =1 Tr R eytes & L

Output B0 @

STEP m futoifaks
- @ oms Trravsytes e 1

CyberChef to the rescue!
https://gchqg.qgithub.io/CyberChef/

29


https://gchq.github.io/CyberChef/

What is CyberChef?

Data conversion tool

Can encode and decode in multiple formats
Will even encrypt/decrypt data

Can handle multiple layers of encoding
Helpful encoding detection to simplify process

Accessible online or run locally

sudo docker run -d --restart always -p 8000:8000
mpepping/cyberchef

30



Steps to perform

Open browser tab for secret message

Press "CTRL-a" then "CTRL-c" to select and copy
Open browser tab for CyberChef

Click mouse in "Input" frame

Press "CTRL-v" to paste message

31



What you should see

Download CyberChef &
Operations
Search...

Favourites

Data format
Encryption / Encoding
Public Key

Arithmetic / Logic
Networking
Language

Utils

Date / Time
Extractors
Compression

Hashing

Coda sidy

Last build: A month ago - Version 10 is here! Read about the new features here Options * About / Support 0

Recipe ~om 3

Auto Bake

Input + O3 =

NjggMjAgNzQgNjggNjUgMiAgNjggNjUgNmMgNmQgNjUgNzQgMjAgNmYgNmUgMmUgMAgNTQgNjggN jUgMjAgNmUg
NjUgNzQgNzcghmYgNzIgNmIgMjAgNjEgNmUgNjEgNmMgNzkgN2EgNjUgNzIgMjAgNZAgNmMgNmYgNzQgNzQgNjUg
NjQgMjAgNzQgNjggNjUgMjAgNIEgNZQgNZQgN jUgNmUgNzUgNFEgNZQgN jkgNmYgNmUgMjAgNIgNjUgNzQgNzcg
NjUgNmUgMIAgNzQgNjggNjUgMAgNzMgNkgNjcgNmUgNIEgNmMgNzMgMjAgNjkgNmUgMiAgNzQgNjggNjugNzMg
NjUgMjAgNzQgNzcgNmYgMjAgNzMgNjUgNzQgNzQgNjkgNmUghjcgNzMgMAgNEgNzQgMIAgNFQgNkgNYENTYE
NjUgNzIgNjUghNmUgNzQgMjAgNjYgNzIgNjUgNzEgNzUgNFUgNmUgNjMgN jkgNjUgNzMgMmMgMIAgNFYgNzIgNmYg
NmQgMjAgMzEgMzAgNGIgNjggN2EgMjAgNzZQgNmYgMjAgMzMgMAgNDCcgNjggN2EgMmUgMAgNDYgNjkgNjcghzug
NzIgNjUgMjAgMzQgMjAgNzMgNjggNmYgNzcgNzMgMjAgNFEgMjAgNZQgNzkgNzAgNjkgNIMgNIEGNmMMEMjAgNZAE
NmMgNmYgNzQgMjAgNmYgNjYgMAgNzQgNjggNjUgMjAgNIEgNzQgNzQgNjUgNmUgNZzUgNFEgNzQgNjkgNmYghmUg
MjAgNjEgNzQgMAgNFQgNjkgNFYgNIYgNFUgNZIgNUgNmUgNzQgMiAgN YgNzIgNjUgNzEgNzUgNFUgNmUgN Mg
NjkgNjugNzMgMmUgMGEgMGEGNDEgMjAgNzQgNzkgNzAgNjkgNjMgNjEgNmMgMjAgNjEgNZQgNzQgNjUgNmUgNzUg
NEgNzQgNjkgNmYgNmUgMjAgNzQgNzIgNFEGN MENjUgMIAGN JYgNmYgNz IgNmQgMjAgNzQgN jggNjUgMiAgNmUg
mec 18900 = Tr Raw Bytes &= LF

Outpu A0m::

[NGYgNmUgMjAgNZQgNggNjUgMIAGNDUGNFYgN I YgNIUgNMgNzQgNjkgNzYgNFUgNmUgN UgNZMgNzMgMIAgNmYg
NjYgMjAgNDEgNmMgNzUgNmQgNjkgNmUgN jkgNzUgNmQgMjAgNDYgNmYgN jkgNmMgMjAgNDggNjUgNmMgNmQgN jUg
NzQgNzMgM2EgMGEgNDEgNmUgMjAgNDUgNmQgNzAgNjkgNzIgN jkgNjMgNjEgNmMgMAgNTMgNZQgNzUgNjQgNzkg
MGEgNDEgNmMgNjkgMjAgNTIgNFEgNjggNjkgNmQgNjkgMzEgMmMgMjAgNDIgNjUgNmUgMIAgNTIgN UGN MgNIgg
NzQgMjAgMzIgMmMgMjAGNGEENEgNZzMgNmYgNmUgMjAgNTQgN jEgNzkgNmMgNmYgNz IgMjAgMz IgMmMgMjAgNGUg
NmYgNJEgNjggMjAgNTYgNFEgNzcgNzQgNjUgNzIgMjAgMz IgMGEgMZEgMzcgMjAGNDYgNFUGNIIgMjAgMzIgMzAg
MzAgMzUgMGEgMGEgMzEgM2EgMjAgNDUgNmMgNjUgNjMgNzQgNzIgNjkgNjMgNjEgNmMgMjAgNDUgNmUgNjcgNjkg
NmUgNjUgNjUgNzIgNjkgNmUgNjcgMjAgN]EGNmUGNQgMjAgNDMgNmYgNmQgNzAgNzUgNzQgNUgNzIgMjAgNTMG
NjMgNjkgNjUgNmUgNjMgNjUgMjAgNIQgNjUgNzAgN]EgNzIgNzQgNmQgNjUgNmUgNzQgMmMgMjAgNGQgNDkgNTQg
MmUgMGEgMzIgM2EgMjAgNGQgNFUENjQgNkgNEGMjAgNGMEN JEGNFIgNmYgNzIgNjEGNZQgNmYgNzIgNzkgMmMg
MjAgNGQgNDkgNTQgMmUgMGEGNDEGNjIgNzMgNzQgNz IgNEgN jMgNzQgMGEGNDEGNmMQgNmYgNmUgNjcgMjAgNIES
M3 AN Vb= T bl beabimt Lol 5 - ab =51 aM S A a5 MeahimV ahimOahimOabl =1 Lrhiml L 5 < SAaM=An
mec 18900 = 1 @ 1ms  Tr Raw Bytes ¢ LF

Mouse over then click the magic wand
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Download CyberChef &
Operations
Search...

Favourites

Data format
Encryption / Encoding
Public Key

Arithmetic / Logic
Networking
Language

Utils

Date / Time
Extractors

Compression

*

Last build: A month ago - Version 10 is here! Read about the new features here

Recipe ~omBs

From Base64 ~Q0n
Alphabet -
A-Za-z0-9+/=

Remove non-alphabet chars [ strict mode

Hummm. That output looks like Hex

Options a About / Support o

Input + 028 =

NjEgNzQgNjUgNjQgMjAgNIIgNzkgMjAgNzZQgNjggNUgMjAgNDCgmYgNzYgNjUgNzIgNmUgNmQgN jUgNmUgNzQg
MmMgMjAgNzAgNmYgNzMgNzMgNjkgNjIgNmMghzkgMjAgNzcgNjkgNzQgNjggMjAgNzQgNjgghjughjAgNjkghmUg
NzYgNmYgNmMghzYgNjUgNmQgNjUgNmUgNzQgMjAgNmYgNIYgMIAgNzQgNjggNjUgMjAgNDYgNDMgNDMEMmUEMIAS
NTcgNjUgMjAgNjgghmYgNzAgNFUgMIAgNzZQgNjggNikgNzMgMAgNZIgNjUgNzAgNmYgNz IgNzQgMjAgNzcgNjkg
NmMgNmMgMjAgNFUgNmUgN jMgNmYghzUgNzIgNjEgN cgNjUgMIAgNzQgNjggNjUgMjAgNzAgNFEgNZIgNEgNmUg
NmYgNjkgNjQgMjAgNjMgNmYgNmQgNmQgNzUgNmUgNjkgNzQgNzkgMjAgNzQgNmYgMIAgN QgNjUgNzYgNUgNmMg
NmYgNzAgMjAghjkghmQgNzAgNzIgNmYgNzYgNjUgNjQgMjAgNjggNjUgNmMgNmQgNjUgNzQgMjAgNjQgNjUgNzMg
NjkgNjcghmUgNzMgMjAgNzQgNmYgMjAgN EgNzYgNmYgNjkgNjQgMjAgN YEgN]EgNmMgNmMgN jkgNmUgNjcgMjAg
NzAgNzIgNjUghzkgMjAgNzQgNmYgMjAgNzQgNjggNjUgNzMgNjUgMjAgNzMgNjgghmYgNzIgNzQgNjMgNmYgNmQg
NjkgNmUgNjcgNzMgMmUgMGEENDEgN jMgNmIgNmUgNmYgNzcghNmMghjUgNjQgNj cgNmQgNjUgNmUgNzQgNzMgMGEg
NTQgNjggNjUgMjAgNEgNzUgNzQgNjgghmYgNzIgNzMgMjAghNzcghmYgNzUgNmMgNjQgMjAgNmMgN jkgNmIghjug
MiAgNzQghmYgMiAgNzOgN igeNiEgNmUgNmIgMiAgNDEENmUgN 10gNzkeM iAgMigeNTgaNzUgMikgMiAgNTMENzUg
ac 18900 = 1 Tr Raw Bytes = LF

R0O®::

|4f 6e 20 74 68 65 20 45 66 66 65 63 74 69 76 65 6e 65 73 73 20 6f 66 20 41 6¢c 75 6d 69
6e 69 75 6d 28 46 6f 69 6c 20 48 65 6¢c 6d 65 74 73 3a @a 41 6e 20 45 6d 70 69 72 69 63
61 6¢c 20 53 74 75 64 79 @a 41 6C 69 20 52 61 68 69 6d 69 31 2c 20 42 65 6e 20 52 65 63
68 74 20 32 2c 2@ 4a 61 73 6f 6e 20 54 61 79 6c 6f 72 20 32 2c 20 4e 6f 61 68 20 56 61
77 74 65 72 20 32 @a 31 37 20 46 65 62 20 32 30 30 35 0a ©a 31 3a 20 45 6¢C 65 63 74 72
69 63 61 6¢C 20 45 6e 67 69 6e 65 65 72 69 6e 67 20 61 6e 64 20 43 6f 6d 70 75 74 65 72
20 53 63 69 65 6e 63 65 20 64 65 70 61 72 74 6d 65 6e 74 2c 20 4d 49 54 2e @a 32 3a 20
4d 65 64 69 61 20 4c 61 62 6f 72 61 74 6f 72 79 2c 20 4d 49 54 2e @a 41 62 73 74 72 61
63 74 Ga 41 6d 6f 6e 67 20 61 20 66 72 69 6e 67 65 20 63 6f 6d 6d 75 6e 69 74 79 20 6f
66 20 70 61 72 61 6e 6f 69 64 73 2c 20 61 6¢ 75 6d 69 6e 75 6d 20 68 65 6¢C 6d 65 74 73

Output

Hashing STEP 20 73 65 72 76 65 20 61 73 2@ 74 68 65 20 70 72 6f 74 65 63 74 69 76 65 20 6d 65 61 73
Auto Bake 75 77 AC 76 AF AR 1B &3 A0 &F &0 &I AC 1A A1 A7 &1 &0 A~ T3 TA 10 &0 A&~ TA A1 73 A0 TA
Coada tidy rec 14174 = 1 @ 4ms  Tr Raw Bytes <= LF
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Decoding from Hex

From Baseb4

To Hex

From Hex .

To Hexdump

From Hexdump

Click "From Hex" and drag to the right
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Score!

Download CyberChef ¥

Operations
Search...
Favourites

To Baseb4
From Base64
To Hex

From Hex

To Hexdump
From Hexdump
URL Decode
Regular expression
Entropy

Fork

Magic

Naéa £ 13

Last build: A month ago - Version 10 is here! Read about the new features here

Recipe

From Base64

Alphabet
A-Za-z0-9+/=

Remove non-alphabet chars

Delimiter

Auto

~ama
~Q

[ strict mode
A~ 0 n

Options * About / Support o

Input + 0Oz m =

NjEgNzQgNjUgNjQgMjAgNjIgNzkgMjAgNzQgNjggNjUgMjAgNDcgNmYgNzYgNjUghNzIgNmUgNmQgN jUgNmUgNzQg
MmMgMjAgNzAgNmYgNzMgNzMgNjkghjIgNmMgNzkgMjAgNzcghjkgNzQgNjggMjAghNzQgNjgghNjugMjAgNjkghmug
NzYgNmYgNmMgNzYghjUghmQgNjUgNmUgNzQgMjAgNmYgNjYgMjAgNzQgNjggNjUgMjAgNDYgNDMgNDMgMmUgMIAE
NTcgNjUgMjAgNjgghmYgNzAgNjUgMjAghNzQgNjggNjkgNzMgMIAgNzIgNjUgNzAgNmYgNzIgNzQgMjAgNzcgNjke
NmMgNmMgMjAgNFUgNmUgNMgNmYgNzUgNzIgNFEgN cgNjUgMjAgNzQgNjggNjUgMjAgNZAgNFEgNZzIgNEgNmUg
NmYgNjkgNjQgMjAgNjMgNmYgNmQgNmQgNzUgNmUgNjkgNzQgNzkgMjAgNzQgNmYgMjAgNFQgNUgNzYgNjUgNmig
NmYgNzAgMjAgNjkghmQgNzAgNzIgNmYgNzYgNjUgNjQgMjAgNjggNjUghNmMgNmQgNjUgNzQgMjAgNjQgNjUgNzMg
NjkgNjcghNmUgNzMgMjAgNzQgNmYgMjAgNFEgNzYgNmYgNjkgNjQgMjAgNYgN]EgNmMgNmMgN jkgNmUgNjcgMjAg
NzAgNzIgNjUgNzkgMjAgNzQgNmYgMjAgNzQgNjgghjUgNzMgNjUgMjAgNzMgN]ggNmYgNz IgNzQgN jMgNmYgNmQg
NjkgNmUgNjcgNzMgMmUgMGEGNDEgN jMgNmIgNmUghmYgNzcgNmMgNjUgNjQgNjcgNmQgNjUgNmUgNzQgNzMgMGEg
NTQgNjgghNjuUgMjAgNjEgNzUgNzQgNjggNmYgNzIghzMgMjAgNzcghmYgNzUgNmMgNjQgMjAgNmMgN jkgNmIghjug
MiAgNzQgNmYgMiAgNzQgNiggNiEgNmUgNmIgMAgNDEgGNmUEN 10gNzkaMiAgMigeNTggNzUgMikgMiAgNTMENzUg
Fec 18900 = 1 Tr Raw Bytes &= LF

Output R0m®:¢

fon the Effectiveness of Aluminium Foil Helmets:

An Empirical Study

Ali Rahimil, Ben Recht 2, Jason Taylor 2, Noah Vawter 2
17 Feb 2005

1: Electrical Engineering and Computer Science department, MIT.

2: Media Laboratory, MIT.

Abstract

Among a fringe community of paranoids, aluminum helmets serve as the protective measure
of choice against invasive radio signals. We investigate the efficacy of three aluminum
helmet designs on a sample group of four individuals. Using a $250,000 network

Analucan  wan Find +hatr Althauah An Avanaan 211 halmate Aat+anuata inuvaciun nadia

mac 4725 = 47 (® 3ms  Tr Raw Bytes & LF
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Worth noting

Most DLP's and IDS's would miss this

Very few products will do the first level conversion
Unaware of a product that would do 2nd level
Allows attackers to go undetected

With none of the encryption overhead
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Tools to help

Conversion table:
https://www.ibm.com/docs/en/aix/7.2?topic=adapters-ascii-decimal-hexadecimal

-octal-binary-conversion-table

IP calculator:
https://www.calculator.net/ip-subnet-calculator.html

Convert between multiple formats:
https://gchq.qithub.io/CyberChef/

37


https://www.ibm.com/docs/en/aix/7.2?topic=adapters-ascii-decimal-hexadecimal-octal-binary-conversion-table
https://www.ibm.com/docs/en/aix/7.2?topic=adapters-ascii-decimal-hexadecimal-octal-binary-conversion-table
https://www.calculator.net/ip-subnet-calculator.html
https://gchq.github.io/CyberChef/

Next week's Fireside Friday

® Packet sniffing tools!

® You will need:

O

O
O
O

Install Wireshark

Need tshark in your path
The decode pcap file

Optional - tcpdump
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https://www.wireshark.org/download.html
https://whats-this-stuff.s3.us-east-1.amazonaws.com/decode1.pcap

Wrap up
® Thank you for attending!

® Certs & video usually go out by Monday morning

® |[f you have any lingering questions, the Discord channel
will remain active

O Also a good chance to socialize with others in the class

O Have other tips and tricks? Please share with others!
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