
Fireside Fridays
Packet Crafting 



Thanks to our sponsors!
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Antisyphon Training



Tools for the labs
● Ncat

○ Or possibly other Netcat variations

● Hping3
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Netcat, nc, ncat
● Raw socket tool

● Can connect to remote services

● Can open local listening ports

● Listening can create reverse shell (mini C2)

● Great for transfers when no protos in common

● Some minor packet crafting capability

● Each tool is similar but slightly different options
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Simple banner grabbing

5

Connect to remote port 22
Print any data that is returned
CTRL-C to exit



Interacting with services
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Sending data
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"Enter" twice CTRL-o to save
CTRL-x to exit



Local listening port
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2nd terminal

Back in the first terminal



hping3
● Let's you create custom IP packets

● Change IP/TCP/UDP/ICMP fields as you desire

● Great way to see how firewall responds to various types of 
packets

● Scans can be scripted

● Scapy is more feature rich, but more to learn
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Some hping3 options
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Scanning open/closed ports
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What tcpdump sees
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Port is open

Port is closed



Wrap up
● Thank you for attending!

● Certs usually go out in 24 hours

● Video should be posted within 24 hours

● If you have any lingering questions, drop me an email at 
chris@activecountermeasures.com 
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