
Fireside Fridays
Packet Sniffing Tools 

Week 8



Thanks to our sponsors!
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Antisyphon Training



Special Thanks to…
● Hermon

○ Who will have a new job as a Cyber Threat Hunter in April :-) 

● Emily

● Both gave up many late nights to help with QA and 
development of this content

● Very much appreciate their efforts! 

● Please give them a warm "thank you"
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Lab requirements for this section
● Labs this week!

● You will need:
○ Install Wireshark
○ tshark in your path
○ Install ngrep (sudo apt -y install ngrep)
○ The decode1 pcap file
○ The fiesta-c2 pcap file
○ Optional - tcpdump
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https://www.wireshark.org/download.html
https://whats-this-stuff.s3.us-east-1.amazonaws.com/decode1.pcap
https://threat-hunt-stuff.s3.us-east-1.amazonaws.com/fiesta-c2.pcap


Packet sniffing
● Permits you to see raw packets on the wire

● Can also read/write "pcap" files

● Different tools will display the data slightly differently

● This gives each their strengths and weaknesses

● GUI - Good for detailed analysis, bad for large captures

● CMD - Good for large captures, less auto decoding
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Wireshark
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Follow → TCP Stream
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Wireshark strengths and weaknesses
● The good

○ Easy to view any header field
○ Re-assemble payloads in a stream
○ Expert notes and color coding
○ Lots of helpful built in tools

● The bad
○ Cumbersome to use on large pcaps
○ More likely to miss packets when sniffing
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tcpdump
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tcpdump -X
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tcpdump strengths and weaknesses
● The good

○ Runs on everything and usually it's just there
○ Nice abbreviated summary
○ Full Hex output so you can decode yourself
○ Easy to use rudimentary filtering

● The bad
○ Does not decode all fields
○ Little customization of display options
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tshark
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tcpdump Vs tshark
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tshark "fields"
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$ tshark -r thunt-lab.pcapng -T fields -e dns.qry.name 
udp.port==53 | head -10

6dde0175375169c68f.dnsc.r-1x.com
6dde0175375169c68f.dnsc.r-1x.com
0b320175375169c68f.dnsc.r-1x.com
0b320175375169c68f.dnsc.r-1x.com
344b0175375169c68f.dnsc.r-1x.com
344b0175375169c68f.dnsc.r-1x.com
0f370175375169c68f.dnsc.r-1x.com
0f370175375169c68f.dnsc.r-1x.com
251e0175375169c68f.dnsc.r-1x.com
251e0175375169c68f.dnsc.r-1x.com



Try this command
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tshark -n -r fiesta-c2.pcap -T fields -e ip.src -e tcp.srcport -e ip.dst -e 
tcp.dstport -e http.request.uri -e http.content_type -e http.user_agent | 
less



What I love about tshark
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You can do some pretty complex pre-processing with tshark.
This would be really challenging to do with Wireshark.
Can be fully automated, unlike Wireshark. 

The above command reports the HTTP user agent strings being used, and the 
count of external IPs against which each user agent string was used. This could 
easily be wrapped in an automated script that fires on a regular basis. 

tshark -n -r fiesta-c2.pcap -T fields -e ip.dst -e http.user_agent http | sort | uniq 
| tr -s ' ' | cut -f 2 | sort | uniq -c | sort -rn



Finding display fields
● Need to know the header where field is located

● 204,000+ fields - can be challenging to finding right one

● Luckily grep can help 

● Some examples:
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tshark -G | grep "[[:space:]]ip\." | less -S -x40
tshark -G | grep "[[:space:]]tcp\." | less -S -x40
tshark -G | grep "[[:space:]]dns\." | less -S -x40
tshark -G | grep "[[:space:]]http\." | less -S -x40



tshark strengths and weaknesses
● The good

○ Display and capture filters same as Wireshark
○ Control over the fields that get displayed 
○ Some prefer default output to tcpdump

● The bad
○ Slower than tcpdump, noticeable on big pcaps
○ Usually not installed by default
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ngrep
● Pattern match on passing packets

● Like "grep" for network traffic

● Useful for quick checks
○ NIDS with signature better choice for long term

● Useful switches
○ "-q" = Don't print "#" for non-matches
○ "-I" = Read a pcap file
○ "-i" = Case insensitive search 19

https://github.com/jpr5/ngrep
sudo apt install ngrep

https://github.com/jpr5/ngrep


ngrep examples
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Try this command

21

ngrep -iq -I fiesta-c2.pcap google.com | head -20



So many tools, so little time
● There are lots of other packet sniffing tools

● Please share your favorites and why you like them in the 
Discord channel :-) 
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"The sniffer" that @ErikG and 
I first used. :-D

Who recognizes it/will admit 
they are THAT old? 



Next Week on Fireside Fridays!
● I have jury duty so…
● The illustrious Bill Stearns will be presenting!
● ACM's "Master of $h1&&y Little Shell Scripts"
● A man that's so clever, sometimes he doesn't understand 

a single word he's saying
● Linux networking? Hold my milk…
● Bill will be presenting "IPv6 for IPv4 Users"
● No tools or preloads needed for this preso
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Wrap up
● Thank you for attending!

● Certs will go out by Monday

● Video should be posted within 24 hours

● If you have any lingering questions, drop me an email at 
chris@activecountermeasures.com 
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mailto:chris@activecountermeasures.com

