
Fireside Fridays
Firewalls Hands-on



Thanks to our sponsors!
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Antisyphon Training



Lab requirements for this section
● ff-fw-scripts.tar.gz

○ https://random-class.s3.us-east-1.amazonaws.com/ff-fw-scripts.tar.gz

● ncat

● hping3

● We used both of these tools in the packet crafting fireside

● Follow the steps on the next slide
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https://random-class.s3.us-east-1.amazonaws.com/ff-fw-scripts.tar.gz


Steps to prepare
sudo apt update

sudo apt -y install wget iptables tcpdump ncat hping3

wget https://random-class.s3.us-east-1.amazonaws.com/ff-fw-scripts.tar.gz

tar xvzf ff-fw-scripts.tar.gz

cd fw

ls -al
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https://random-class.s3.us-east-1.amazonaws.com/ff-fw-scripts.tar.gz


You should see this
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I'm going to ass-you-me
● This content builds on the last Fireside Fridays content

● We covered:
○ Static, stateful and stateful inspection firewalls
○ How proxies are a completely different animal than packet filtering
○ Strengths and limitations of each
○ How to test your firewall policy

● You may want to watch that video first 

● This video goes hands on with the testing portion 6



Hands-on walk through
● We will perform the following:

● Verify no firewall rules are in place

● Open a local TCP, then UDP port

● Perform 3 types of scans and review results

● Install static firewall and repeat last step

● Install stateful firewall and repeat again

● Review results looking for variations
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My setup
● Three terminals

○ One for setup
■ Start/stop listeners
■ Modify firewall rules

○ One to run the scans and see results
○ One to run tcpdump to watch the packets

● Feel free to duplicate my setup and follow along
● We will be working with the loopback interface

○ Interface name is "lo"
○ 127.0.0.1 8



Scripts in /fw
● listen = Set ncat to listen on multiple ports
● kill-listen = Stop ncat listeners
● scan = Scan multiple TCP & UDP ports
● fw-rules = Print the current firewall rules
● fw-clear = Clear all firewall rules
● fw-static = Create static filter firewall rules
● fw-inspect = Create stateful firewall rules
● Type "./" before the script name to run it
● May get prompted for sudo password ("network") 9



Check the firewall
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INPUT - Rules impacting traffic to the firewall
OUTPUT - Rules impacting traffic leaving the firewall
FORWARD - Rules impacting traffic traveling over the firewall
(skipping FORWARD for now)

No rules? Use policy.



Work in the ~/fw directory

11

fw-clear = remove all 
rules then display



listen will open TCP & UDP test ports
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Known bug. UDP listeners only work 
once and then need to be reset. 



Script for port scanning
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TCP SYN scan - no firewall
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Port open

Port closed



TCP FIN scan - no firewall
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No response
Port is open

Port closed



UDP scan - no firewall
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No response
Port is open

Port closed



Results of scan with no firewall
● TCP scan returned accurate results

○ SYN/ACK for open ports
○ RESET for close port

● TCP FIN scans returned accurate results
○ No response for open ports
○ RESET when port is closed

● UDP scan returned accurate results
○ No response for open ports
○ ICMP port unreachable error when port is closed
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Load static rules, reload listeners
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Scan with static rules results
● TCP SYN scan - SYN/ACK from open port

○ Firewall block SYN to non-open ports
○ Correctly identified open port

● TCP FIN scan - RST/ACK from close port
○ Static rules check for SYN=1
○ FIN scan penetrated this rule, correctly identified open port

● UDP scan - ICMP port unreachable from closed port
○ UDP has no state flags, new and established look the same
○ Firewall must let all or nothing through
○ Correctly identified open port 19



Load stateful rules, reload listeners
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Scan with stateful rules results
● TCP SYN scan - SYN/ACK from open port

○ Firewall block SYN to non-open ports
○ Correctly identified open port

● TCP FIN scan - RST/ACK from close port
○ Leverage state table to check replies
○ Blocked scan to all open and closed ports

● UDP scan - ICMP port unreachable from closed port
○ Leverage state table to check replies
○ Blocked scan to all open and closed ports
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Stateful scan on the wire

22



Which firewall "won"? 
● Clearly the stateful firewall version

● Only let through SYN to what we exposed

● Blocked FIN to both open and closed

● Handled UDP properly
○ State table compensated for lack of state flags
○ ID established by what appears in the state table
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Next week on Fireside Fridays!
● Let's talk about VPN technology!

● No prep needed

● Next week will be just lecture
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Wrap up
● Thank you for attending!

● Certs & video will go out by Monday

● If you have any lingering questions, the Discord channel 
will remain active
○ Also a good chance to socialize with others in the class
○ Have other tips and tricks? Please share with others!

● Thank you for sharing your time with us!
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